
The European power sector is undergoing a period of rapid 
transformation. Power generation has become 
progressively cleaner, more distributed and renewable. 
Wind power and solar photovoltaics have formed the 
greatest part of this trend and will continue to dominate in 
the future. As these sources increase in market share, so 
too will the variability of the supply-side of the power 
system. In parallel, power systems have become 
increasingly digitalised and interconnected with other 
sectors. Information and communication technology (ICT) 
and ‘big data’ have opened new possibilities in the active 
management of power systems via smart devices and 
appliances, which will strengthen the ability of the 
demand-side to react to variability of supply. 

Demand-side �exibility (DSF) is expected to provide 
substantial bene�ts to European power systems.
As a resource, DSF can improve environmental 
performance, cost-effectiveness and reliability of 
networks. DSF can enable larger shares of variable 
renewable energy sources (vRES) to be integrated in the 
generational mix; for instance, by managing periods of 
Solar PV over-supply by increasing demand and storing 
energy in Electric Vehicles. In addition, DSF can displace 
carbon-intensive ‘peak’ power generation and avoid the 
construction of additional network capacity to cope with 
demand to reduce overall system costs. 

EU legislative proposals are poised to take this a step 
closer. The Clean Energy for all Europeans Package 
contains new provisions for active consumers, demand 
aggregation, retail and network tariffs, smart meters, and 
clari�cations on roles and responsibilities for energy 
actors. These provisions could support a transformation in 
the �exibility of the demand-side and how consumers use 
energy. 

Standards offer the technical foundation for this 
transition. They act as powerful tools within the Single 
Market to strengthen interoperability for millions of 
devices, reduce the risk of stranded assets, avoid market 
fragmentation and guarantee minimum functionality. 

Standards de�ne how technologies function and 
interoperate within homes and buildings, which will 
in�uence the favourability of the technology among 
consumers, environmental performance of the power grid 
and ultimately, the evolution of the market.

The increased digitalisation of the power sector and 
buildings will enable numerous possibilities, but also 
brings a broad range of other challenges, notably: 
cyber-security, obsolescence, privacy and stand-by energy 
consumption.

INTRODUCTION
Standards that support the 
interaction of smart devices and 
appliances within residential and 
non-residential buildings are largely 
unaligned and incomplete. 
Smart device and appliance 
standards have developed over time 
in response to market needs and 
technological innovation. Due to the 
structure of the European and 
international standardisation 
organisations, standards often evolve 
within silos, with limited input from 
related industry sectors. 
This independent evolution naturally 
leads to differences between 
standards in their respective 
approaches to data and shared 
infrastructure. 

This issue is often compounded by a 
lack of multi-disciplinary knowledge 
among standardisation experts, with 
specialists untrained on related fields 
of expertise that are increasingly 
converging, such as information 
technology and power engineering. 

If interoperability of smart devices is 
not adequately addressed, smart 
residential and commercial buildings 
cannot play their full role in 
decarbonising and securing Europe’s 
energy system in a cost-effective way.  

The Customer Energy Manager (CEM) 
manages devices and appliances 
within buildings, in relation to signals 
received from the power system, user 
preferences and internal flexibility. 

The revision of the Electricity 
Directive introduces new provisions 
for smart meters to ensure 
‘connectivity’ with CEM systems and 
provide real-time data for demand 
response. The Energy Performance of 
Buildings Directive (EPBD) aims to 
support this, with the introduction of 
a ‘smartness indicator’ to inform 
owners and occupants on the ability 
of a building to optimise performance 
and interact with power systems.

Electric vehicles (EVs) are a key tool in 
the transition to a decarbonised 
transport system and provide several 
advantages over conventional 
transport, such as lower emissions, 
reduced dependence on fossil fuel 
imports, improved local air quality, and 
strengthened security of Europe’s 
power systems. 

Market design proposals will ensure 
electricity markets are overhauled to 
support the integration of EVs in power 
systems, with non-discriminatory 
network charges, improved access to 
balancing markets and new provisions 
for ‘active consumers’. In addition, 
DSOs are to include storage, demand 
response and recharging infrastructure 
in network plans as an alternative to 
system expansion. To bolster charging 
infrastructure, the Energy Performance 
of Buildings Directive introduces 
provisions to ensure the establishment 
of recharging points or related 
equipment in residential and 
non-residential buildings. 

Standardisation of EVs has historically 
focused on plugs, outlets, electrical 
safety and communication interfaces. 
Back-end aspects, such as grid 
integration, have been developed 
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The standard for the CEM (prEN 50491-12) remains 
in early stages of development. Progress has been 
made on developing the fundamental working 
principles for CEMs, but efforts to detail technical 
requirements for the interface and data security 
are in their infancy.  

primarily as research and pilot 
projects, which has led to proprietary 
solutions that reflect, to some extent, 
the current state of the market. 
Over time, attention has shifted 
towards the development of 
requirements for smart charging. 

The standard for the communication 
between the EV and the recharging 
point (ISO/IEC 15118) is currently 
undergoing revision to introduce new 
requirements for bidirectional and 
wireless power transfer, and should 
be concluded in 2018. ISO/IEC 15118 
will be complemented by two new 
standards launched in 2017 to 
connect charging infrastructure with 
back-end IT systems (IEC 63110) and 
govern information exchange of EV 
roaming services (IEC 63119). 

Reduce technical complexity
Strengthen time synchronisation
Strengthen decentralised power 
operation

ECOS has contributed to ISO/IEC 
15118 to:

Remove market obstacles created 
by ID issuing restrictions for charge 
points and service providers
Introduce requirements for charging 
in disaster scenarios or loss of 
communication
Strengthen time synchronisation
Bidirectional power transfer 
requirements
Introduce power island operation

Information flow 

ECOS has contributed to prEN 50491-12 to:
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Highlight known 
vulnerabilities in proposed 
key-exchange cryptography 
techniques 
Introduce a security technique 
for the ‘remote on/off control’ 
Smart Meter functionality
Support Member States 
achieve interoperability with 
Smart Meter deployments

Smart Meters can measure energy 
consumption and transmit and 
receive data for information, 
monitoring or other purposes. 

The revision of the Electricity Directive 
proposes a strengthening of minimum 
functionalities for those Member 
States that have chosen to deploy 
Smart Meters. Functionality of Smart 
Meters will be bolstered to provide 
near-real time information to 
consumers via a local standardised 
interface or remote access, in an 
understandable format. In addition, 
Member States will be required to 
ensure Smart Meters permit the active 
participation of consumers in 
electricity markets and ensure their 
interoperability through standards. 
These Smart Meters will need to 
operate in compliance with EU 
security legislation and best available 
techniques for cybersecurity. 

The series of standards that 
encompass Smart Meters is broad (EN 
62056 series, EN 52056 series, EN 
50470 series, EN 13757 and EN 16836). 
At present, development has focused 
on standards for electricity metering 
data exchange, among others. 
Several standardisation gaps remain, 
including the data format and related 
use cases, alignment of standards for 
devices within buildings to support 
real time access to consumption data, 
and electromagnetic interference in 
the frequency range 30-150 kHz. 

ECOS has contributed to 
standardisation and European 
Commission Expert Groups to:

Smart Appliances are residential, or 
commercial, appliances that include 
a form of communication to support 
demand-side flexibility or provide 
other services. 

These appliances can include 
washing machines, heating, 
ventilation and air-conditioning 
(HVAC) systems, home batteries and 
water heaters. The revision of the 
Electricity Directive introduces a 
broad range of proposals that could 
incentivise consumers to contribute 
to demand-side flexibility with Smart 
Appliances. Entitlement to a dynamic 
price tariff and the establishment of 
a framework for demand aggregation 
could enable consumers to benefit 
from reduced energy bills, while 
supporting the integration of 
variable renewable energy sources 
(vRES). Provisions for ‘active 
consumers’ entitle consumers to 
generate, store, consume and sell 
self-generated electricity, without 
the imposition of disproportionate 
charges. 

The standard for Smart Appliances 
(prEN 50631) is relatively new and 
work to date has focused on the 
development of data models and 
message requirements. Additional 
parts of the standard will cover 
product specific requirements and 
test requirements. 

The standard itself contains a high 
degree of complexity that may 
threaten implementation and 
interoperability, and open questions 
remain on cyber-security.  

ECOS has contributed to the 
development of the Smart  
Appliance standard to:

Strengthen compatibility with the 
CEM standard (prEN 50491-12)
Strengthen time synchronisation
Improve message routing
Introduce the concept of ‘grid 
sensitive operation’
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